
 

 

 

Statement of Work 
Developing Situational 
Awareness in the Information 
Environment 
Call for Proposals 

  



 

Developing Situational 
Awareness in the Information 
Environment 
Introduction 
As our lives become increasingly dependent on information and 
information environments, timely access to accurate information is 
becoming more and more critical. This trend extends beyond individuals 
to the strategic contest between nations, with a number of well 
publicised examples of nations seeking to influence other nations 
through the use of misinformation and disinformation. Similarly, a 
number of nations have developed strategic cyber capabilities that are 
exercised in their national interest, often below the threshold for 
conventional warfare. 

Information and information environments are also critical to many 
military systems. The Department of Defence is seeking to develop 
specific capabilities to defend and protect its own information 
environments, while seeking to degrade and disrupt those of its potential 
opponents. 

The Information Warfare STaR Shot seeks to support the development 
of new Information domain capabilities by conducting strategic research 
on information warfare, facilitating information warfare innovation, and 
supporting the maturation and transition of information warfare 
capabilities.  

Background 
In the military context, situational understanding or situational 
awareness means having an appreciation of what is happening in a 
particular domain. Developing situational awareness is a process that 
occurs in the human mind, but it draws on all available information and 
existing knowledge (and mental models, assumptions and biases). 
Today’s military has more information available than ever before, but 



ultimately humans are the decision makers held responsible for the 
outcomes. 

In the information domain, situational awareness is not just about 
understanding where an adversary’s forces are, and the physical state 
of the battlefield, but also understanding what narratives are being used 
to influence different target audiences, and for what purpose.  

The war in the Ukraine has shown how competing narratives by different 
actors can be used to promote different viewpoints and justify actions 
taken by specific actors, groups and governments. These narratives, 
based on both real and/or false information not only increase the 
difficulty for analysts and decision makers to gain an understanding of 
what is actually happening on the ground at any moment in time, but 
also provide insights into the actors and their goals in the information 
domain.   

One of the challenges for the Information Warfare STaR Shot is to 
develop technological aids to help humans develop situational 
awareness in the information environment, and support sense-making 
and decision making.  

A decision-maker in this context may be an intelligence analyst, whose 
job is to make sense of what is going on tactically or operationally, or it 
could be a military planner trying to understand the actions, goals, 
strengths and weaknesses of an adversary in the Information 
Environment at the operational or strategic level. 



 

Call for Proposals 
The Information Warfare STaR Shot is calling for proposals from 
researchers to develop computational approaches to detect, classify 
and present different narratives appearing in online news and social 
media relating to a single topical event. These methods and analytics 
may be automatic, or semi-automatic, but they must be able to help a 
human analyst quickly make sense of the situation in the information 
environment. For example, some of the methods used might include 
language translation, sentiment analysis, text summarisation or 
unsupervised learning to perform clustering of narratives. 

Proposals for up to a 4-5 month research plan will be considered and 
successful proposals may be funded up to $100,000. 

Expected outcomes are the development and demonstration of 
effective content analytics and visualisations, in a prototype user 
interface for analysts and decision makers. This project has been 
assessed at being at Technical Readiness Level 4 (see Appendix A for 
TRL Table).This interface will be designed to help analysts make sense 
of the online dynamics relating to an event including what is being 
said, and by whom, what narratives audiences are engaging with, and 
to what extent is there agreement or disagreement about the ground 
truth of the topic being analysed.  

Ideally, the analytics and interfaces developed will have an Application 
Programming Interface (API) suitable for integration with existing 
research and development processing infrastructure, based on Apache 
Kafka. 

To ground the work in an appropriate context, it is strongly 
recommended that the proposal be based upon an event from the 
current Ukraine conflict that began in February 2022, and include 
plans for the collection of a representative dataset of social media and 
online news. This dataset could be in English or it could include other 
languages. Below are some event suggestions:  



• Initial Russian tank movements within Ukraine and attempt to seize 
Kiev 

• Capture of Chernobyl and departure by Russian forces 

• Bombardment and siege of Mariupol and strikes against maternity 
hospital 

• Sinking of the Moskva cruiser 

• Battle of the Siverskyi Donets 

• Ukrainian Kharkiv counter-offensive 

 
Figure 1: An example narrative depicting key information relating to the sinking of the 
Moskva cruiser. 

 

Essential Requirements  
 
The following requirements are deemed essential for the successful 
applicants: 

• All research participants must be eligible to obtain and maintain 
an Australian security clearance for the duration of the project. 

• Successful proposals will need to obtain research ethics protocol 
approval from the appropriate human research ethics panel. 

• All deliverables must be completed by 20th June 2023.  



 

How to Apply:  
 
DSTG is inviting a Request for Proposal from individual or groups 
from industry and academia. 

Submissions should use the provided Tender Response Template 
and should include the following: 

• A description of how the research will deliver the expected 
outcomes outlined in the Call for Proposals section of this 
document 

• A list of proposed participants, detailing name, nationality, 
country of birth and any security clearances; 

• The DISP membership status of the participants’ institution; 

• A succinct description of relevant experience delivering 
innovation, science and technology capabilities for Defence 
or National Security. Proposals with a strong connection to 
Defence (such as a Defence advisor or an investigator from 
DSTG) are strongly encouraged; and 

• A succinct description of existing linkages to relevant third-
party’s, particularly overseas universities, research 
organisations and industry partners. 

The Evaluation Criteria used to assess proposals is: 

1. Relevance and alignment to the research problem  

2. Novelty, quality and feasibility of the approach  

3. Expertise in relevant technical fields 

Proposals should draw on relevant expertise from multiple 
disciplines and can be from multiple institutions. 



The Contract mechanism proposed to the successful tenderer is 
the draft DSP Research Agreement. 

Submissions should be in pdf format and sent via email to 
IWSS.submissions@defence.gov.au by 24th Jan 2023 at 3:00 p.m 
(ACDT). 

 
Submissions will be assessed in accordance with the Evaluation 
Criteria by a panel from DSTG.  

 

 

Contacts:  
Technical Information and Requirements  
Open Source Analytics 
Email: IWSS.submissions@defence.gov.au  

Contracting Enquiries  
 
Research Contracts 
Email:  researchcontracts@dstg.defence.gov.au  
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Appendix A

Technical Readiness Levels Table


